INCREASING
THE PROTECTION
OF WATER
Honeywell Forge adds cybersecurity to wastewater
treatment center

THE INTERNET
OF THINGS
CAN SEEM
ALMOST MAGICAL
and complete a controller upgrade at
multiple water treatment facilities. In
addition, they wanted to transform an
existing localized control room to become
their main, central control room. They
also sought to increase the cybersecurity
and efficiency of their operations.
Work began in a phased approach.
Because they have multiple plants and
wanted to implement a more centralized
infrastructure for the process system,
we introduced our Highly Integrated
Virtual Environment (Experion® HIVE)
technology for consolidating multiple
plants to a central infrastructure.
Even a decade ago, the notion of ‘remote
controlling’ a microwave, a thermostat
or an entire building would have seemed
beyond the realm of possible. Not anymore.
Today we enjoy the ease and convenience
of monitoring and controlling almost
anything electric from our laptops or
phones. It can feel downright surreal.
It can also feel dangerous. Because
when we open all of our assets up to the
Internet, we make ourselves vulnerable
to cybersecurity risks. And these days
it’s not just customer data or corporate
confidentiality being threatened.
Everything from our physical security to
the quality of the air we breathe can be in
jeopardy without the right precautions.
Even our drinking water could be at risk.

Take, for example, the recent scare
suffered by a city in Florida, USA.
Someone compromised their system
and attempted to greatly increase the
amount of lye released into the city’s
drinking water. Fortunately, a city employee
happened to notice the cursor moving
on its own on screen and was able to
stop the breach and avert disaster.

Having an existing relationship with
the client’s assets and the ability to
integrate third-party assets, Honeywell
was the obvious choice to engage on the
cybersecurity side as well. Networking,
upgrading active directory infrastructure
and virtualization are three major areas
in DCS migration implementation
and are also a core strength of our

Stories like these are why many industrial
companies are implementing stronger and
stricter cybersecurity measures. Recently,
we were called upon to help once such
company, a wastewater treatment facility
in the Eastern Mediterranean region.

cybersecurity team. We also introduced

The main driver behind the project was
that the client needed to upgrade their
existing Distributed Control System (DCS)

well as a means to help ensure that all

Forge Cybersecurity Site and Secure
Media Exchange (SMX) solutions.
These two software products will help
to reduce cybersecurity risk by creating
a dashboard to monitor cyber risks as
external USBs plugged into the control
network were checked for malware first.
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Finally, the client is also taking advantage of our Forge Managed Security Service
(MSS) offering to supplement their staff with expertise and support from our
Honeywell cybersecurity team. With the Forge MSS team at the helm, the client can
actively provide patching, antivirus updates and management, and file transfer as
needed. Today, the client is leaving the cybersecurity to the experts so they can focus
on their core operation – preserving water.
Driving this confidence is the fact that Honeywell has over 15 years of experience with
industrial automation and cybersecurity, with multiple projects successfully delivered
in the water industry. And for this client, the dependability of the region’s water
depends on it.
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