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Note From the Author
The ideal of Proactive Quality has been the holy grail of the Chief Quality Officer in the Life 
Sciences industry for at least five years but few, if any, have realized the vision. Industry has 
since set out a clear definition of the milestones a medical product manufacturer would 
need to meet in order to achieve Proactive Quality as a differentiator. Many of those are 
cultural but the majority required quality technology and innovation to reach the disruptive 
levels they have today. Quality 4.0 is defined as the application of Industry 4.0’s advanced 
digital technologies to enhance traditional best practices in quality management With 
the advent of such innovations as AI and IoT in the quality management ecosystem, the 
promise of proactive quality is finally a reality. Today the industry faces unprecedented 
challenges but also opportunities to serve the patient like never before; both of which 
require innovation in their business and product as well as in their approach to quality.  
This paper will illuminate those challenges and opportunities, the reasons why recognizing 
and embracing bi-modality is so vitally important and how quality technology is a critical 
enabler for Life Science companies under these unique pressures. 

Stephen McCarthy 
Vice President, Digital Innovation
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Regardless of industry or company size all quality 
leaders share five key imperatives: product quality, 
product efficacy, patient safety, continuity of supply 
and compliance. 

And, while these five things are front and center of 
the quality professional’s mind every hour of the day, 
increasingly over the past five years they are faced 
with a bi-modal challenge. 

Mode 1 is about operational stability, predictability, 
efficiency and incremental continuous improvement 
often characterized by the need to drive down Total 
Cost of Quality (TCoQ). Mode 1 is risk-averse and 
focused on prevention. Mode 1 can be defined by 
those five imperatives. 

Now, there is growing and competing tension with 
Mode 2. Mode 2 is exploratory. It is about innovative, 
creative out-of-the-box solutions. Mode 2 is about 
speed and big-step changes. It is risk-tolerant 
and proactive, where fast failure is allowed. Digital 
transformation and Industry 4.0 epitomize Mode 2. 
For quality, Mode 2 can be characterized by seven 
macro industry trends:

  • Process complexity and variability

  • Pace of innovation

  • Industry 4.0

  • Novel medical product

  • Patient centricity

  • Supply chain complexity

  • Total Cost of Quality (TCoQ)

While our tireless quality leader is buried under 
existing and mounting pressures of complex change 
controls, customer complaints in the thousands, 
product recalls, inspections and audits in multiple 
manufacturing sites at any given time, increased and 
diversified suppliers – now the head of R&D is asking 
for unique quality system capabilities to support 
development of an amazing novel product that will 
have far reaching patient benefits, and the head of 
engineering is in their office needing quality system 
innovation for the digital, ‘factory of the future’ that 
was recently approved. Furthermore, their business 
unit president is projecting double-digit growth, 
which, while a great problem to have, everyone 
knows will not be accompanied by double-digit 
increase in head count in the complaint handling 
unit – and the Chief Quality Officer and Chief Financial 
Officer have estimated Total Cost of Quality at over 
20% of operations and set a target to reduce it below 
10% in the next three years.

These challenges and disruptions are many and 
varied in scale and impact. They certainly vary 
more based on the scope or nature of a certain 
business. For example, is it a large medical device 
manufacturer or a small, biotech firm? But, in general, 
we’ve defined this set of seven key macro challenges 
or disruptions as those having the most significant 
relevance and impact, especially through the lens of 
quality and compliance. 

Point of View:

Mode 1 and Mode 2 are both in play all the 
time, every day. 

To varying degrees, a company isn’t facing 
into just one or two of those seven macro 
challenges. Most are dealing with all of 
them all the time

Introduction



www.spartasystems.com 5

Quality process complexity and variability: It’s a trend 
I have tackled personally for many years as a Life 
Sciences quality leader. I encounter it almost daily in 
my work as the Vice President of Digital Innovation at 
Sparta Systems as I support firms along their digital 
quality journey. It’s a systemic, deep-rooted problem 
that is a significant burden on the industry, impacting 
product quality and compliance and increasing both 
risk and associated costs.

I call these “Frankenstein’s monsters” of quality 
systems, as organizations bolt pieces of complexity 
onto a process in response to external influences 
such as regulatory inspections or inheritance from an 
acquisition. 

How many times has the host of an inspection, 
seeing that 483 line growing as she desperately tries 
to manage the front room, sent someone running up 
to the back room to open a CAPA and amend an SOP, 
bolting on yet another piece of complexity, to then 
come running back to the front room in an effort to 
negotiate that next 483 line item away? It happens 
all the time. Across a larger business, it happens 
differently in every facility, adding complexity and 
variability time and time again. The number of 
mergers and acquisitions has never been as high 
across the Life Sciences value chain, with over 
50 percent of a business’s growth strategy being 
inorganic. Acquisition integration (or more often the 
lack of it) brings even more complexity and variability 
to a business as it acquires another set of quality 
processes along with its newly added division. If it 
happens at all, incoming acquired businesses rarely 
adopt the existing quality system processes. The 
industry reacts to these influences by raising the bar 
of complexity, but rarely does it take a step back and 
try to bring the bar back down. 

POINT OF VIEW: Furthermore, many of these 
quality processes are today a commodity, and 
the existing level of complexity and variability is 
truly unnecessary. Take CAPA, audit management, 
non-conformance or deviation management: Are 
they not clearly defined and comprehensively 
characterized by now? I advocate for industrywide 
recognized standards on many of these processes 
akin to those often encountered in aerospace, 
but that is a dream unlikely to be realized in my 
lifetime. 

Some quality processes, I admit, require 
variability from one business to another. 
Processes that govern customer complaints or 
handle product, process and equipment change 
control are just two examples. Here, it’s clear 
that the manufacturer of a contact lens would 
need a different complaint handling process 
compared to a manufacturer of a small-molecule 
pharmaceutical. I understand why a manufacturer 
of traditional, metal orthopedics would require a 
different change control process than that used 
by a manufacturer of sunscreen.

Process standardization has value, but 
standardization for standardization’s sake is of limited 
value. The industry needs process standardization 
and optimization but executing transactional lean 
methodology on quality system processes by 
consensus is hard. 

Put 12 plant quality leaders from the same company 
in a room with a white board. Ask them to optimize 
and standardize on a mission-critical quality process, 
and they will likely struggle. Everyone holds on to the 
baggage from that FDA inspection seven years ago, 
or the reason they all believe their plant, product and 
process is special.

Process efficiency and process effectiveness are 
integrally linked. 

Process Complexity and Variability
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POINT OF VIEW: I believe that a more efficient 
post-market surveillance or signal detection 
process is a more effective one. Can we not 
argue that effectiveness is key? Decreased 
complexity and variability have so many 
other associated benefits and tangible value 
propositions. 

Reducing human error is paramount. CAPA databases 
and FDA Form 483 libraries are littered with human 
error causes, but no one comes to work aiming to 
make mistakes. Organizations give employees overly 
complex and unintuitive processes, and instead of 
adopting these processes, employees find loopholes 
and workarounds that lead to human error. 

There is little more important in the accountability 
served by the QMS than management oversight. 
While a firm can have solid KPIs and mature metrics 
and dashboards, it cannot compare apples to 
apples, site to site if each site is executing different 
processes.

Regulatory inspection success can often hinge on 
the levels of the problem. The ability to integrate 
a recent acquisition, or de-couple a divestiture 
made to fund that acquisition, can be significantly 
impacted. Process complexity can foster “hidden 
factories,” or large functional groups of people that 
are not seen as an issue because the groups perform 
well. While they may not be seen as a problem, they 
are certainly an opportunity. Imagine if you could 
repurpose just five talented members of a 25-strong 
Supplier Quality Management group because the 
processes they used to execute supplier CAPA and 
supplier-related change controls were more efficient 
and more effective.

Previously, and in some cases still today, the 
technology vendors delivering QMS capabilities to 
the Life Sciences industry sold process complexity 
as they sold the inherent ability their platforms have 
for high levels of configurability. It was their business 
model: their value proposition.

6
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QUALITY + TECHNOLOGY 
How can a digitally transformed QMS reduce process complexity and variability? How can software play a 
role? How can a proactive QMS solution such as TrackWise Digital help? 

TrackWise Digital breaks the paradigm by offering Quality Process Accelerators (QPAs), or out-of-the-box 
industry best practice processes built on decades of industry experience. Our QPAs are challenged regularly 
by a council of quality leaders and their peers from leading medical product manufactures across the globe. 

These QPAs offer a platform to provide to that group of 12 plant quality leaders trying to optimize and 
standardize a mission-critical quality process. As Robert Kennedy famously said, “Some men see things as 
they are and ask why. I dream of things that never were and ask why not.” 

Proactive QMS solutions like TrackWise Digital give that group of quality leaders an opportunity to ask, “Why 
not? Why won’t that optimized process work for us, at least as a starting point?”

Even with such a catalyst, tackling process optimization and standardization is hard. It requires a significant 
investment in organizational change management. The reality is that people will have to come into work 
tomorrow and use a different CAPA process than they’ve used before. 

7
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Establishing high-level standards or policies is an important element of the overall operating model change 
required, but it is not enough. Processes live at the procedural and Working Instruction level. Most firms, 
even smaller businesses, have a product portfolio of variable regulatory classification. To provide an extreme 
example, some have a product portfolio ranging from shampoo to complex biologic treatments, with every 
class of medical device available between. A quality team cannot possibly apply the same level of quality and 
compliance rigor across that spectrum. If it does, the quality system will be overly burdensome and restrictive 
to the shampoo or simply inadequate for the cell therapy. 

These processes must therefore be modular and scalable, and the digital platform that delivers them must 
be able to dial up or down the applicable level of rigor. The QMS has to operate in a complex matrix of 
product, process and geography. After all, a sunscreen is regulated as a cosmetic in some countries and as a 
drug in others.

CONTEXT: These disruptions and their impact on quality should not be considered in isolation. They are rarely 
autonomous. For the majority of businesses, they are interrelated, each influencing the next. While a business 
may not be feeling the effect of patient centricity today or might not have novel product in its R&D pipeline, 
consider such trends as emerging and plan for their approaching reality.

QUALITY + TECHNOLOGY 
This is the environment in which proactive QMS solutions such as TrackWise Digital can play an enabling, 
emancipating role in tackling the problem of quality process complexity and variability. While its QPAs offer an 
industry best practice springboard from which to deliver optimized, standardized processes, TrackWise Digital 
also offers the necessary modularity and scalability through configuration. 

This is where TrackWise Digital breaks the paradigm. Now the technology vendor delivering quality system 
capabilities to the Life Sciences industry can partner with customers and help them challenge that paradigm 
that demands configured process complexity. 

Now a business can legitimately ask that its project team articulate how the cost associated with that 
“essential” piece of complexity and variability is outweighed by the return on that investment. If a value-
adding activity or process requirement is defined as “one your customer would be willing to pay for,” now that 
project team can be held accountable for demonstrating that this essential price of complexity and required 
configuration is truly value added.

8
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The state of Life Sciences manufacturing in 2021, 
following a decade of technological advancements, 
as well as unique challenges posed by the global 
public health crisis of the novel coronavirus, have 
accelerated the demand for rapid innovation, 
increasing the pressure on quality teams to ensure 
effective, compliant processes and product efficacy 
at every stage. 

Accelerate to Survive
Innovating quickly and consistently, testing and 
releasing at scale, is moving from a competitive 
advantage to a survival tool. “Simply put, the 
ability to develop, deliver and scale new products, 
services, processes and business models rapidly is 
a muscle that virtually every organization needs to 
strengthen,” according to global consultant McKinsey 
& Company1. In fact, acceleration is one of McKinsey 
& Company “8 essentials of innovation.”2

PricewaterhouseCoopers (PwC)3 also notes a “clear 
correlation between innovation and growth.” Its study 
of pharmaceutical companies determined that over 
a three-year span, the most innovative 20 percent 
of participants grew at a 16 percent greater rate 
than the least innovative. And those top innovators 
expected 3x the growth of the bottom 20 percent 
over the five years following the study.

The Digital Connection
How can quality professionals negotiate these 
increasing pressures? Some of the same digital tools 
and approaches that have ramped up the pace of 
innovation can help organizations manage these 
challenges—and contribute to growth within and the 
Life Sciences industry.

According to Deloitte4, it’s time to realize that “digital 
transformation is a strategic imperative.” 

“The pace and scale of medical and 
scientific innovation is transforming 
the biopharma industry…. Data 
generated, captured, analyzed 
and used in real time by innovative 
medical devices is biopharma’s new 
currency. A key differentiator for 
companies is the extent to which they 
are able to generate insights and 
evidence from multiple data sources. 
… Embracing digital transformation 
will enable biopharma companies to 
innovate new products and services, 
engage customers more effectively 
and execute processes more 
efficiently.”

For some in the industry, the global COVID-19 
pandemic has only increased this pressure to 
innovate at lightning speed. Pharmaceutical 
companies rush to develop treatments or 
vaccinations; medical device manufacturers are hard-
pressed to shift production to personal protective 
equipment, ventilators and the like. 

McKinsey5 notes a close to 30 percent increase in an 
“immediate focus on innovation” among surveyed 
pharmaceutical and medical product companies 
in the wake of the coronavirus crisis. This increased 
pressure, perhaps unsurprisingly, is increasing the 
effect of digital disruption.

“While the rise of digital has been mounting … 
pressures for more than a decade, the current crisis 
has significantly exacerbated and accelerated its 
disruptive force,” according to the McKinsey report.6

Pace of Innovation

http://according to global consultant McKinsey & Company. 
http://according to global consultant McKinsey & Company. 
http://McKinsey’s “8 essentials of innovation.” 
http://PricewaterhouseCoopers (PwC) also notes
file:
http://McKinsey
http://the McKinsey report. 
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Disruptors—and Solutions
Review any article on digital transformation, and 
several “disruptors” become apparent:

  • The internet of things (IoT) and big data

  • Cloud computing and mobile technology

  • Robotic Automation

  • Artificial Intelligence (AI)

Together, these tools and capabilities enable:

  • faster, continuous development cycles during 
R&D

  • more rapid transfer of technology from lab to  
 testing to production

  • fast scaling of production to meet consumer    
 demand

  • quick coordination across manufacturing, supply 
chain and release

  • better responsiveness to consumer and  
 regulatory feedback

As a result, time to release of new products shortens. 
The quality of those early iterations, especially in the 
medical device industry, is improved decreasing the 
likelihood of premature recall or correction. As more 
companies adopt the digital techniques and tools 
to speed innovation, competition increases, driving 
more pressure to quickly develop new products and 
refine existing products in response to customer 
feedback. 

The pace of innovation in the pharmaceutical 
industry is mounting pressure on the supply chain 
as well. According to European Pharmaceutical 
Manufacturer7, packaging companies are 
accelerating their own innovations, responding “not 
only to customers’ requests but proposing new 
innovations based on the emerging needs of final 
users and consumers.”

From data analytics to automation and AI, “CEOs 
identified that data and technology are the bridge to 
customer connectivity, driving value and replacing 
the role that research and development had 
formerly played in their institutions,” notes Datex8, 
a supply chain software and managed services 
provider. “There is a strong desire to have more 
direct integration of product design, development 
and manufacturing, relying on increased visibility, 
effective data analysis and automation. CEOs 
acknowledge that using disruptive technologies 
drives change and increases speed-to-market.”

To the q uality team, this increase in the pace of 
innovation translates to an increased need for 
vigilance. As Mckinsey & Company’s9 Stacey Haas 
says, “The downside of speeding up decision-making 
processes is the potential to increase risk … both the 
focus and the accountability or decision making are 
critical elements to moving fast.”

To adapt, quality teams must shift from traditional, 
reactive approaches to modern, proactive quality 
solutions. Manual quality systems simply can’t keep 
up. Datex10 warns that the increasing migration to 
digital solutions will leave those companies that fail 
to adapt “unable to service clients that value speed, 
accuracy and visibility.”

Quality professionals who aim for fast innovation of 
their own QMSs have the backing of the US Food 
and Drug Administration (FDA), which is dedicated to 
promoting innovation in the regulatory space11.

Ironically, the same technological disruptors that 
create this pressure on quality teams—cloud 
computing, an influx of massive amounts of data, 
and advances in automation and AI—hold the key to 
addressing it. A proactive QMS like TrackWise Digital 
uses these capabilities to help quality teams navigate 
fast innovation throughout the product lifecycle.

http://Datex warns
http://promoting innovation in the regulatory space. 
http://promoting innovation in the regulatory space. 
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The Role of Big Data and IoT on Pace
Over the past decade, as adoption of IoT-enabled 
and smart devices has increased, the amount of data 
available to Life Sciences manufacturers has risen 
dramatically. This data is invaluable in informing the 
development and refinement of new products. It can 
also help quality teams match the pace of product 
innovation.

“Increasingly, companies are using big data analytics 
to gain insights from historical data to improve 
demand management, reduce inventory buffer and 
streamline long-term production plans and short-
term schedules,” according to global consultant 
Bain & Company12. Such analytics help “production 
managers determine the right resources (machines 
and people), inventory and sequence of production 
orders for a required output and service level.”

IoT-enabled devices and mobile capabilities are also 
of particular interest to supply chain partners, as they 
increase communications and responsiveness in 
warehouses and distribution centers. “The synergy 
of advancements and innovation in hardware, 
software and connectivity is leading to transformative 
operational and supply chain network changes,” 
according to Datex13.

Bain points out that big data analytics can also 
provide an advantage via predictive quality and 
maintenance. Automated sensors can help to identify 
equipment breakdown patterns, enabling production 
teams to launch maintenance before machinery fails. 
And quality professionals can use advanced analytics 
to pinpoint degradation of acceptable tolerances, 
even when processes are within given specifications.
 
“Recognizing patterns linked to quality problems 
in production, packaging and logistics can help 
companies react faster and avoid defects,”  
according to Bain14. 

The Cloud and Innovation Speed
The development of secure cloud computing is one 
of the greatest influences on the speed of innovation 
for Life Sciences manufacturers. For one thing, cloud 
computing enables better storage and handling of all 
that IoT-generated data. 

Deloitte15 notes that “many biopharma companies are 
moving away from their traditional IT infrastructures 
and using cloud computing and data storage for 
analytics and predictive modelling.” The benefits of 
this transition include “helping to meet data security, 
privacy and regulatory requirements.”

Cloud computing also enables easier integration 
of new technologies. “Cloud computing allows 
companies to process substantial amounts of 
data faster than on-premises IT infrastructure,” 
reports Deloitte15. “Managing data in the cloud also 
eliminates the need to continually update local 
IT infrastructure and can be cheaper than storing 
locally.”

And as Mckinsey & Company16 notes, Software 
as a Service (SaaS) solutions give companies 
a “single source of truth.” Rather than dividing 
data and technology into siloes that increase 
compartmentalization, cloud-based technology 
enables greater stability, consistency and autonomy.

“Migration of software to the cloud gives companies 
an opportunity to simplify their IT architectures and 
introduce new technologies and capabilities without 
affecting legacy systems,” McKinsey16 explains.

These advantages extend to QMS solutions. SaaS 
products like TrackWise Digital enable the unification 
and centralization of quality data, simplifying analysis 
and providing more accurate and strategic insight 
into quality processes and product quality. 

file:
http://Datex
http://Bain.
http://Deloitte
http://Deloitte
http://McKinsey
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AI and the Pace of Innovation
Most recently, emerging technologies like AI and machine learning are helping to continue the push toward 
rapid innovation. Life Sciences companies are using AI to identify “the most suitable drugs for certain 
conditions, doing so in record time all while cutting down on the costs,” reports The Medical Futurist17, noting 
that analyses that would previously take months or even years can now be completed in a single day. Such 
innovation “not only impacts drug development but also the drug supply chain … AI can slash drug designing 
time from years to days, saving cost and time while shortening the drug production cycle so they reach 
patients faster.”

AI and other digital innovations can help quality teams—as well as regulators—improve efficiency and 
productivity by automating monitoring, reporting and response processes. This type of automation can  
help to:

  • Reduce human error, such as might occur in the transcription of quality data from machine reading to 
manual recording or input into a spreadsheet

  •  Enable real-time, end-to-end visibility from development to manufacturing to supply chains and delivery, 
helping Life Sciences companies improve everything from inventory management to supply chain plan-
ning

  •  Adjust processes and track medications in real time, for better management of product supply, safety 
and cost 

  •  Enhance patient safety via patient support programs that could also improve customer relationships and 
outcomes

There’s no reason to think that the pace of innovation will decrease any time soon. Quality teams will need 
to adopt a proactive quality mindset to maintain the safety of their customers and their company’s brand 
reputation.

http://The Medical Futurist
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The disruptions introduced by Industry 4.0 have fundamentally altered the Life Sciences industry, 
transforming it into the “Factory of the Future.” Currently, an estimated 80 percent of all business-to-business 
systems have mobility, natural language processing (NLP), AI and many other innovations that have arisen 
from this revolution.

In 2016, PwC18 published a framework for Industry 4.0 and its contributing digital technologies, including many 
that are having a significant and direct impact on medical product manufacturing and quality. 

IoT and smart sensors are transforming the manufacturing process, and 3D printing has radically disrupted 
orthopedic and other medical device production. And, of course, there is “the cloud.” The Industry 4.0 
framework digitizes and integrates vertical and horizontal value chains, further digitizing product and service 
offerings, business models and customer access. Perhaps most importantly, data and analytics now sit at the 
core of the value chain.

Many people inappropriately refer to “digital” and “cloud” interchangeably, but as this model shows, 
cloud computing is just one of several technologies that contribute to an overall digital ecosystem. Cloud 
computing brings inherent value to the discipline of quality, but digital transformation is not about software: 
It’s about data, process, people and talent. Not even five years ago, the idea of executing GMP-regulated 
activities in the cloud was universally unaccepted by the quality community. However, that perspective has 
radically changed. 

A recent IDG study27 showed that the top drivers of cloud adoption are (1) improving the customer experience, 
acquisition and retention; (2) reducing costs and driving actionable insights; and (3) improving security and 
minimizing risk. 

POINT OF VIEW:  The old perception that executing GMP accountabilities in the cloud carried too much 
risk has been turned on its head. We now know that delivering proactive QMS solutions on leading 
cloud platforms is a more secure solution than any manufacturer’s IT department could provide in 
support of a back-office server room.

USE CASE:  Location detection technologies will enable the quality leader to know exactly who is 
operating exactly which manufacturing line at any given time. Advanced machine/human interfaces 
will give that operator the ability to better control that line, while biometrics will ensure that the 
operator is certified to operate, maximizing data integrity. Augmented reality and wearables will provide 
that operator just-in-time work instructions and hands-free micro training, right in front of their eyes. 
These technologies can track operators’ every movement on the shop floor or in the lab, warehouse, 
controlled environment or restricted area. This will significantly reduce human error. The impact that 
reducing process complexity has on human error and quality is associated with a large proportion of 
product recall. The realities of the current situation with the COVID-19 pandemic can only elevate the 
growing importance of these disruptions that better connect the human being to the digital world. 

Industry 4.0 - the keystone

http://PwC published a framework
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QUALITY + TECHNOLOGY 
Which of these digital technologies has the biggest opportunity to positively impact quality and compliance? 
 
While IoT and smart sensors will help realize a major shift in the process of quality control and testing, release 
and visualization at the continuous data layer, perhaps the most fascinating technologies operate where the 
human and digital ecosystems intersect. The digital factory is here, and robotic process automation brings 
significant value to the supply chain. But while robots may be taking over the world, we still need human 
beings in that factory—at least for the foreseeable future. 

So, how do we enable the deskless worker to optimize quality? 

This is where other digital technologies play a significant role. Mobility is key. Smartphones and tablets are 
now so commonplace that people demand the same mobile, intuitive and immediate experience when they 
get to work as they receive in every other aspect of their lives. 

14
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Big data analytics and advanced algorithms likely have the biggest potential to transform quality in Life Sciences. 
A recent study by BCG19, in partnership with ASQ and Deutsche Gesellschaft für Qualität (DGQ) showed that more 
than 60% of it’s participants say that predictive analytics will significantly affect quality performance and the bottom 
line within five years, compared with only 16% who cite a significant impact today.

At Sparta Systems—the first to bring AI NLP capabilities to the market in the QMS discipline—we can see that 
we are just at the beginning of our journey to deliver these transformative solutions to this complex space. 
We are committed to leading the industry in this vital enabler of proactive quality. 

In discussion with quality leaders in Life Sciences, we are frequently asked how we teach machine learning 
algorithms. Perhaps more telling, we are also asked how the FDA perceives our work in this area. In recent 
discussions on the topic with CDER, CDRH and ORA, the FDA stated that “industry (the manufacturer, the 
regulator and the technology solution provider) has the ethical obligation to utilize the innovations afforded to 
us in service of the public health.”  

POINT OF VIEW:  In other words, the FDA wants to help ensure that innovations such as AI are deployed 
broadly—but safely—across the spectrum of quality management and post-market surveillance, as long 
as it is used to augment human decision making and not replace it.

Another key emerging tool is AI-assisted root cause investigation. Today, root cause investigations are manual 
and time-consuming at best. They often need supplemental quality data using a collection process typically 
limited to status checks. It is burdensome and frequently impossible for a quality engineer performing such 
analysis to scale across all areas of the business, as data is siloed and inaccessible. All too often, the root 
cause of “other” that litters CAPA databases across the industry shows the weakness of the capability. Recent 
discussions on the topic with the FDA highlighted ineffective root cause analysis as one of the organization’s 
most concerning trends. Industries’ ability to positively impact this situation will have a far-reaching impact 
on business and patients alike, accelerating the analysis to determine root cause and assuring targeted and 
evidence-based investigations.

For example, auto-categorization allows a business’s complaint handling unit to finally “see the forest for the 
trees,” or to easily identify the small volume of high-risk signals among the high volume of low-risk data. 

Autocorrelation of quality data across the value chain will allow better identification of related events, 
letting organizations avoid investigating the same event twice, rapidly expose lessons learned from existing 
investigations, and ultimately optimize trend identification. 

Increasingly, global regulators expect a business to proactively share a significant CAPA executed in one 
plant with other plants in that business’s supply chain. Today, such processes are ad hoc. Most businesses 
are unable to correlate data, not only across records but also across related record types (CAPA, root cause 
investigations, customer complaints, internal audit findings, process and equipment changes, etc.). 
Systematic identification of recurring issues will increase efficiency and improve effectiveness. 

QUALITY + TECHNOLOGY  
Proactive quality solutions bring several powerful use cases for AI in quality to Life Sciences. Firstly, auto-
categorization of quality events and complaints enriches quality event classification for more effective and 
more efficient triage and signal detection. With this capability, a business can now auto-categorize quality 
records to prioritize and optimize resource management and trend identification. This new ability helps 
businesses overcome current hurdles such as human subjectivity and risk obfuscation, bringing consistency 
and efficiency and reducing the likelihood of human error.   
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USE CASE: While the concept of continuous manufacturing is starting to become a reality, I have yet to 
see an example of continuous or real-time release. Rather, industry still has to carve up that continuously 
manufactured product into batches to be destructively tested and released in the traditional method. 
However, when we do at least reduce—if not eliminate—traditional laboratory testing and deliver 
real-time release, new challenges will emerge, as we will now have to consider how to bound a recall 
without lot numbers. Only when we can seamlessly integrate data sources with repositories and enable 
real-time analysis of that complete quality data source will we truly realize that proactive, predictive 
quality promise. Here IIoT capabilities, tightly integrated to the QMS will unlock visualization of critical 
process parameters, real-time process verification, constant trending of process performance and the 
transformation this will bring.

Quality 4.0 is defined as the application of Industry 4.0’s advanced digital technologies to enhance traditional 
best practices in quality management. That same BCG, ASQ and DGQ study, sought to better understand 
technology’s role in addressing the imperative to transform quality management. Nearly two-thirds of survey 
participants believe that Quality 4.0 will significantly affect their operations within five years. Most participants 
believe that, within the quality function, digital technologies will be important for quality governance, 
performance management, and training. Nevertheless, relatively few companies have made substantial 
progress toward adopting Quality 4.0 systems19.
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In the past decade, the patient has become the center of the Life Sciences value chain, ousting the 
practitioner, provider, purchaser and payer from their lofty positions of power. Gone are the days when the 
surgeon chooses sutures based on personal preference. Now the chief procurement officer makes that 
buying decision. And while the health insurance company still has a big influence on treatment regimen, 
patients have growing influence on how, when, where and with what they are treated. CVS Health’s acquisition 
of Aetna and their resulting expansion, represents the first combination of retailer and payer, and others like 
the Walgreens Boots Alliance are having significant impact on this aspect of care and industry.

POINT OF VIEW:  The role Amazon Care will ultimately play in healthcare is evolving, but it is clear that 
Amazon will play a significant role and disrupt the healthcare continuum. 

A patient-centric value chain enables this amazing change. A patient-centric view recognizes the patient 
at the core—and their increasing power. The typical SCOR model of “Plan, Source, Make, Deliver” is rapidly 
expanding past the manufacturer’s warehouse and the hospital’s receiving dock to the treatment room and 
patient’s home. 

QUALITY + TECHNOLOGY 
Traditionally, QMS technology providers have played a role in a small part of the overall value chain. But it’s 
important to recognize the opportunity QMS providers have to serve this value chain with much greater reach 
and much greater depth. QMS providers can serve where quality and operations intersect, all the way to the 
patient and back through closed-loop, post-market surveillance.

Patient centricity can be attributed to the creation of many novel medical products—such as 3D-printed or 
digital medical devices—resulting from the fourth industrial revolution. However, another revolution may be 
emerging in parallel. Some lifesaving biologics and novel products (such as personal and precision medicine 
or gene and cell therapy) have been enabled by digital technology, but are they a direct result of it? The Life 
Sciences industry has been seen as a supplier to the broader healthcare industry, but the line between the 
two industries is blurring. 

The patient will have increasingly greater influence over changes made to value chains that uphold the health 
and wellness of the global population. Products and services will be increasingly customized for patient 
needs. In healthcare, patient access is changing, but everywhere across industry, product access is shifting 
digitally. People now search, find, buy and complain digitally.

Over the past few years, the continuum of care has continued to shift more and more to prevention and 
promotion versus treatment and recovery. Many Life Sciences companies now aspire to eradicate disease—
not just treat it. 

Novel Product and the Impact of Patient Centricity
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Telemedicine, or remote medicine, is one example of Industry 4.0 and healthcare’s digital transformation. It’s 
not just the point of care changing, though. The point of manufacture is also changing, shifting continuously 
closer to the patient at the hospital, clinic, pharmacy or home.

Additive manufacturing or 3D printing of medical devices has already had a significant impact on the cost of 
these devices, positively impacting raw material costs, inventory costs, production cycle time, scrap costs and 
so on. The benefit is clear, even when these devices are manufactured within the four walls of a traditional 
production facility. Patient centricity demands that implantable medical devices be manufactured right in the 
surgical suite. 

USE CASE: Soon, a patient needing a hip replacement will undergo an MRI to give a surgeon a detailed 
view of the hip to be replaced. That hip will be printed by a surgeon’s technician, right in the surgical 
suite and for the patient’s unique anatomy. The orthopedic medical device company will provide only raw 
materials and maybe a digital template. The printer itself will almost certainly be supplied by another 
vendor. But who will be the legal manufacturer? With inevitable quality or efficacy issues, how will the 
quality team triage complaints and execute root cause analysis? What will be deemed the cause for 
error: the raw materials, the printer or the technician? Likely, it will be a combination of two or more of 
those factors. What QMS and post-market surveillance and reporting capabilities will be needed to 
realize this vision?

Digital, implantable and wearable medical devices—and the software as a medical device often embedded 
therein—highlight the trend toward a patient-centric, novel, product-driven Life Sciences industry with 
complex supply chains.

Perhaps the greatest example of patient-centric novel products that rely heavily on proactive QMS solutions 
are the amazing innovations in precision medicines. The FDA saw a record number of personalized medicine 
applications in 2017, more than any other drug type in general. That same year, the FDA approved the first 
three gene therapies and authorized the first health-related genetic test to be sold directly to the consumer.

A 2015 global survey of 100 Life Sciences senior executives by Mergermarket and Reed Smith20 revealed 
that 94 percent of leaders were planning an acquisition in the following year, with 70 percent of respondents 
interested in acquiring companies focusing on personalized medicine. Manufacturers are accelerating the 
development and approval of medical products like CAR-T and other cell therapies. Such products will be 
manufactured for a patient’s specific genome, most likely directly in the hospital clinic. How will quality teams 
manage quality risk or bound a recall? What QMS solutions will Life Sciences need to fully realize this vision?

Sparta Systems Solutions is proactively partnering with industry to answer these questions and develop 
quality solutions that solve the complex issues raised by a patient-centric, rapidly evolving value chain.
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I’ve had the opportunity to witness an enormous 
increase in supply chain complexity since starting my 
career as a quality professional almost 30 years ago. 
Then, businesses were smaller—in revenue, scale, 
portfolio and market share—and their supply chains 
were generally simpler, siloed and decentralized. 
Quality leaders were concerned with what raw 
material arrived at the dock at one end of the factory 
and what left the warehouse at the other. Their world 
was primarily between those four walls. Even much 
of the distribution was under their control.

These past three decades have seen significant 
change even in the level of internal supply chain 
complexity within a single company itself. For many 
reasons, legal entity structure has multiplied. Of 
course, most global regulators treat one legal entity 
as a supplier to another, even if those entities share a 
QMS. 

USE CASE: A site in Georgia, USA, still has to 
demonstrate how it controls its sister site in Bern, 
Switzerland, as a supplier of partly finished product 
or raw material, even though they are both locations 
of a single company. Such a requirement adds 
significant pressures to QMS capabilities—and 
continues to do so.

As businesses grew over the years, more and more 
manufacturing or R&D sites were added to the 
footprint. Consequently, the quality and compliance 
hurdles of product and technology transfer began to 
rise as well. 

In the past decade, many in Life Sciences watched 
as the pendulum swung and plant rationalization 
or asset reduction became a key cost containment 
strategy, only adding to the quality system 
challenges of product transfer and scale-up.

Today the giant, global third-party logistics companies 
and those previously considered as distributors are 
playing an increasingly vital and very different role in 

patient service. Many now manage shipping, storage 
and bidirectional distribution, frequently under 
increasingly stringent temperature and environmental 
controls. They also are accountable for postponement 
and finishing, kitting and multilingual labeling. In 
doing so, they have become both a distributor and 
manufacturer. Many have struggled with the quality 
management needs of such a mission-critical change 
in accountability. 

The ever-increasing reliance Life Sciences has on 
e-commerce also brings both value and emerging 
challenges.

The level of outsourcing to contract manufacturing 
organizations (CMOs) is higher than it has ever been. 
Some data suggests that industrywide, upward 
of two-thirds21 of the supply chain is now external. 
Not only is the amount of outsourcing high and 
increasing, but also the nature of the companies 
to which that outsourcing is going is changing—
sometimes radically. Ventilator medical device 
manufactures have outsourced production to 
automotive or even vacuum cleaner manufacturers 
in the fight against the COVID-19 pandemic. 
Such partnerships may be necessary and highly 
successful, but they cannot occur without increased 
levels of risk and QMS complexity and reliance. It will 
be interesting to see if this kind of outsourcing will 
endure and become yet another instance of our “new 
normal.”
 
Another significant contributor to supply chain 
complexity is the unprecedented level of mergers 
and acquisitions. McKinsey & Company22, 23 states
that 50-60 percent of the growth strategy 
industrywide is now inorganic, with growth 
and product being bought into a business. If a 
company isn’t buying, it’s being bought—or selling 
and divesting in order to buy. In the case of an 
acquisition, QMS integration is either planned for or 
often intentionally set aside. A business acquiring a 
business is inevitably acquiring yet another QMS. 

Supply Chain Complexity
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Sometimes such an integration is perceived as being too difficult to make it feasible. Even if tackled, 
integration is always a costly challenge laden with risk. 

POINT OF VIEW: It’s striking how many times an acquisition brings with it a QMS and some significant 
regulatory action, such as an FDA warning letter. Conversely, untangling the processes, technology and 
data model of a QMS for a divestiture can often be even more complex and similarly costly and risky. As a 
result, both can take years—if they ever happen at all. 

It is well documented that a lack of supplier control is a major contributor to product recalls and field  
actions in Life Sciences. Therefore, it should come as no surprise to see that problem continues to persist. 
Here, again, is where the differentiating capabilities that proactive quality solutions bring positively disrupts 
the paradigm. 

QUALITY + TECHNOLOGY 
Whether it’s managing thousands of suppliers or facilitating an acquisition or divestiture, the ability to 
virtualize the QMS out to the external nodes of the supply chain and collaborate directly at the data level is 
a game changer. Still too often today, even the biggest and brightest medical product manufacturers rely 
on manual communication methods—email, phone calls and even faxes—resulting in limited ability to trace, 
control and report on supplier-related quality issues. In a 2016 study by KPMG24, a staggering 43 percent of 
manufacturers reported having limited or no visibility into their supplier network, with only 13 percent having 
“complete” visibility past their tier 1 suppliers.

Across manufacturing industries, the companies that win in the 2020s will be those that use digital to redefine 
the meaning of quality excellence19.

And what about the supplier or the CMO? Their lives are no less complex, as they serve an increasingly large 
and complex number of customers. They have to deal with the myriad of associated QMSs of every shape 
and level of capability. They, too, can only benefit from improved integration and collaboration, increased 
efficiency and effectiveness, improved quality and compliance risk reduction and, ultimately, stronger 
competitive differentiation.

Great supplier quality management starts with supplier evaluation, selection and onboarding, followed by 
ongoing performance measurement, performance control, and effective, efficient and holistic issue and 
incident management. The ability to now manage supplier-related CAPA or supplier-related product, process 
and equipment changes—collaboratively, at the data level in the host QMS—will bring much-needed relief to 
this growing, challenging and vitally important industry trend.

20
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Achieving optimal TCoQ is only possible if an 
organization can first measure it. I have discussed 
this topic with many senior quality leaders in the Life 
Sciences industry and also with the FDA. It’s clear 
that this is an increasingly challenging imperative. 
While some chief quality officers have a gauge on 
quality costs and several have programs underway to 
address the broader business problem, few firms can 
yet measure TCoQ. Fewer still are confident in their 
ability to control it, let alone reduce it.

According to The ASQ Quality Improvement Pocket 
Guide25, “Many organizations will have true quality-
related costs as high as 15 to 20 percent of sales 
revenue, some going as high as 40 percent of total 
operations. A general rule of thumb is that costs of 
poor quality in a thriving company will be about 10 to 
15 percent of operations.”

Many Life Sciences firms now target a TCoQ below 
10 percent. Quality leaders know that investments 
in quality impact the bottom line. In a recent study 
sponsored by Forbes and ASQ26, 47 percent of 
respondents indicated their quality programs were 
positively impacting their bottom line: profit. In that 
same study, 73 percent of respondents said they 
“somewhat” or “not at all” measured the impact of 
quality.

Quality leaders also know that investment in 
quality is cyclical across the industry. Simply put, 
businesses face product quality issues, recalls or 
significant regulatory actions and invest in systems 
and resources to mitigate and remediate those 
problems. Their investments raise the bar and 
improve performance over the next few years. Then, 
unfortunately, they defund quality and compliance 
in response to their improved status and financial 
challenges, only to see the pendulum swing the 
other way again. 

TCoQ is a methodology that allows an organization 
to determine the extent to which its resources are 
used for activities that prevent poor quality, that 
appraise the quality of its products or services, 
and that result from internal and external failures. 
Having such information allows an organization to 
determine the potential savings to be gained and 
other value drivers to be increased by implementing 
process improvements. Vitaly, these are the costs 
incurred across the entire business, not just in quality, 
manufacturing and R&D.

Four categories are measured: internal failure costs, 
external failure costs, appraisal costs and prevention 
costs.

Internal failure costs are costs associated with 
defects found before the customer receives the 
product or service and before the product leaves the 
factory. Examples include:

  • Non-conformance or deviation costs

  • Rework, scrap or equipment downtime costs

  • Failure and root cause analysis costs

  • Re-testing and product shortage costs 
External failure costs are costs associated with 
defects found after the customer receives the 
product or service. These are far more difficult to 
measure with any accuracy. Examples here include:

  • Customer complaint costs

  • Product return, repair and warranty costs

  • Recall costs
In years past, many companies worked hard to 
measure recall costs but almost never had a budget 
to fund such an event. External failures such as 
these will always result in lost brand equity, lost 
sales and lost competitive advantage. The costs 
associated with those impacts are potentially large 
and nebulous. 

Rising Total Cost of Quality
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As a result of these factors, few businesses put much 
effort into measuring this category today. Collectively, 
internal and external failure costs are often referred 
to as the “cost of poor quality.”

The next categories are often referred to collectively 
as the “cost of good quality.” First are appraisal costs, 
which are costs incurred to determine the degree 
of conformance to quality requirements. Along with 
internal failure costs, appraisal costs tend to be more 
easily measured. Examples include:

  • Testing and inspection costs

  • Audit costs 

  • Equipment maintenance costs 

  • Test equipment calibration costs  

Here, digitalization and product innovation bring 
disruption, as novel product and production 
processes such as continuous manufacturing 
introduce new and exciting ways to execute these 
elements. 

Finally, prevention costs are costs generally incurred 
to keep failure and appraisal costs to a minimum. 
Examples include:

  • Market research costs

  • Quality planning costs 

  • Product and process design costs 

  • Predictive analytics costs

  • Employee training costs 

Employee training is determined to be a preventive 
cost and is often the highest subcategory. Why? Too 
often, employees are asked to read and understand 
thousands of procedures to demonstrate adherence 
to compliance requirements. This is not an effective 
or efficient way to train people. They, therefore, go 
on to make mistakes and require re-training, and the 
cycle continues.
 
The following diagram helps explain another 
dynamic that has a fascinating impact on TCoQ: 
the challenge and tension of bimodality. This is 
the classical model of optimum quality costs from 
Joseph Juran’s Juran’s Quality Control Handbook, 
published in the late ’80s but still relevant today.

QUALITY LEVEL

CO
ST

Failure Cost Prevention Cost

Total Cost

Mode 1 - TCoQ Mode 2 - 
Industry 4.0

Optimum Quality Level

PERFECT QUALITY
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Juran established that the sooner a business 
captures a quality event before it leaves the factory, 
the lesser the impact the quality event will have on 
cost. I think we can agree that appraisal costs should 
be the second-largest category but should not 
exceed prevention costs. 

As demonstrated, fully capturing TCoQ can be 
extremely difficult. Along with the complexities 
described above, in reality, the optimal quality point 
described in Juran’s model is constantly shifting due 
to the many variables of bimodality: acquisitions, 
regulatory actions, disruptive technologies, and the 
resulting changes in products and manufacturing 
processes due to new capabilities. That tension 
between Modes 1 and 2 pull that optimal level back 
and forth over time.

Another reason TCoQ can sometimes be so 
difficult to measure is that many of the associated 
costs are not readily visible. The Forbes and ASQ 

study26 referenced earlier shows that 64 percent of 
respondents have limited availability of data to make 
quality decisions.

Hidden costs are difficult to capture. As the name 
suggests, organizations may not be aware of them. 
If they are aware of them, they may not have data 
with which to measure them. Process complexity and 
variability again play a significant role here. 

Being able to compare performance from one area 
to another—measuring costs site to site, division to 
division—is exacerbated due to this factor. 

As I previously mentioned, I often refer to these 
as “hidden factories.” They tend to be made up of 
bodies and headcount, excessively large groups of 
people managing inefficient, ineffective processes. 
Organizations often don’t see them as problems 
because they’ve always been there. However, they 
should at least see them as opportunities. 

Other cost categories to be carefully considered that 
are often difficult to identify include administration 
costs, excess material and overtime costs, and 
indirect labor support costs, as well as costs 
incurred by overly long setup times, lost capacity or 
customers, process re-engineering and root cause 
investigations.

Other contributing factors make TCoQ so hard to 
measure. Businesses often do not capture the data 
they need. Or, they may not have access to the data 
because it’s siloed in another department or takes 
place outside of the organization, perhaps with its 
supply chain partners. Businesses also frequently 
aren’t able to easily consolidate the information 
because it’s in different formats or different systems. 
Worse yet, businesses don’t know how to interpret or 
analyze the information to take action. Less mature 
businesses are sometimes not sure what data needs 
to be captured. If they know what data they need, 
it’s simply not being captured. It is also too often 
the case that they lack the ability to efficiently and 
effectively analyze the data even if they can capture it. 

QUALITY + TECHNOLOGY 
Again, proactive QMS capabilities that deliver data-centric solutions—integrated seamlessly throughout the 
broader value chain system architecture—can have a significant positive impact on a company’s ability to 
face into this enormous challenge. Businesses can only change what they can measure, and proactive QMS 
solutions such as TrackWise Digital enable that measurement, bringing significant improvement in process 
efficiency and effectiveness in so many of the areas that drive high levels of cost. 
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Understanding and embracing bimodality and how 
it impacts businesses and their quality management 
ecosystems has never been so important in the Life 
Sciences industry. Balancing the quality needs of 
today in Mode 1 with those from Mode 2 already with 
us or rapidly approaching is a vital act to master.

Digital transformation appears to be moving in a 
global wave from North America through Europe and 
out to the Asia–Pacific region. Digital transformation 
of QMSs may not be a 2021 imperative for all 
businesses, but it is an inevitable event they will face 
in the coming years. It’s not a matter of if, but when 
and how. I sometimes say that a large part of my role 
is not to push our customers off the wall into a digital 
transformation, but to walk them off gently. 

Investment in QMS transformation at any scale is 
significant. It’s an investment in capital, expense, 
time, energy and resources, and it’s a significant 
culture shift. Such investment should always 
be accompanied and justified by a robust and 
comprehensive value proposition—yet the Life 
Sciences industry has been notoriously poor at 
identifying, articulating and realizing such return on 
investment.

Understanding these trends and their interplay with 
the QMS is important in many ways, perhaps none 
more so than in enabling a quality organization 
and its IT partners to win the inevitable: internal 
competition for project funding within their business.

While proactive, true SaaS QMS solutions such as 
TrackWise Digital will significantly reduce overall 
project timelines and speed up time to value, a 
business’s investment in QMS transformation should 
be a long-term undertaking. Reducing time to value 
requires increasing organizational change impact, 
and an organization will not want to undertake 
organizational and cultural change numerous times. 

Such change is difficult and risky and can impact that 
culture of quality an organization worked so hard to 
build. As quality leaders, we inherently migrate toward 
stability and away from change and its related risk. 

A business’s relationship with the QMS solution and 
the provider of that solution should, similarly, be a 
long-term one. It is imperative that businesses invest 
both for today and tomorrow, however uncertain 
that future may look. Better understanding these 
trends helps a business develop a short, medium 
and long-term strategy for their QMS and all the 
vital interconnections that QMS has throughout the 
broader supply chain architecture.

In my experience, quality leaders may not even be 
privy to the potential impacts these trends could 
have on their businesses. R&D pipelines and mergers, 
acquisitions and divestitures are always confidential 
below the C suite. However, quality leaders don’t 
need to know exactly what the product or acquisition 
is to know that it will impact their quality and 
compliance landscape.

Digital transformation is not about software; it’s about 
data, process, people, talent - with technology as 
an enabler. The most important skills for driving the 
overall success of a digital quality transformation 
are the so-called ‘soft skills’ such as communication, 
teamwork, and change management.

Be bimodal. Keep your finger on the pulse of the 
industry. Understand these and other impactful 
trends. Strive to realize the promise of proactive 
quality and embrace the inevitable digital quality 
transformation. There’s nothing more rewarding for 
quality leaders than the opportunity to show up as 
true business leaders who can demonstrate the 
value of their quality organization and its impact on 
the health and wellness of the global population.

Conclusion: Delivering the promise of Proactive Quality
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